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CONFIDENTIAL 

3EWBT OP StOiUS. CiJ&*S&S8i 10 ERTSStlSATS SSCtfHTPT <9 

mis rmwags? ocmm^txcm 1 

1* & 7t«9<»Ui» lofctera dated Hay 22# 1941# to the Secretory of 
the Hmry# that Secretory of Sat# sod tho 2ireotor of too Federal Sstfoaa 
of Xam&Utfatlas# tho Secretary of State repeated that rcpMeeatetfrea 
of these agenda* bo denigrated ff to asm la «t a d tu ory and eoasoltettea 
rapacity tdto officers of tbe tepariaent of State* far toe purpose of 
assisting toe aoportswet la naklne “» aoet carofal mnray of it# code* 
and ciphers t» deterodne their efficacy at this tins and to discover 
sod establish additional Bantus of prsaoertlns tho aecwwy of its highly 
confidential ooBBaaigationo uaiar prese nt mate conditions* B (Appendix 
1 .) 

2* 9ith theca ends in view toe folloaing wn desietsttadt 

Conssadsr :«* *• toTJtard# 'f*3*S* (Office of 3«val Sfsmmicj tions } 
toptela q* a* Hayes* t?*S*A* (.Signal Sorps# Office of tho Chief 
signal 3fflosr) 

$&*• 3. 3* sSsektam (Federal team of Jnro&tigAti^n} 

Xr* Tradasdek Lirosoy (tegeartessfe of State) 

In addition to toe foregoing* tar* WiXUrn t* JMednoa# Principal Crypto 
analyst# tor Oapartoent# sas designated to eem as iPchaieal Advisor to 
Captain Kayos* 

3* She Coooitiec oca plat sA it* iinsotlgation la fear sosclaaa* 
told ea Hay 2?# 2attt 2# 9 end 22# 1941* it* finding* and wweaafaUaaa 
are la report# 

Declassified and approved for release bvNSA on 05-14-2014 pursuant to E.Q. 13529 
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4* At it* ism Butrtwi ss*y 37* * yntUrfiwy awUag «i bold 
ia the offleo of sir. a* Mtatf Star* Aoditeat secretary of State* 
oho dieoueoed olth the m m bmm at (be Coswittee the »tts« aad eocpe 
of the etudtee to be panned tgr thee end Si atteated '>bafc the Secretary 
of State desired the Ceedttea to tevetUfpte all nllatat phases of 
ecaoandcaiion ecourity la end for the Separtaeot* 

% The Candttoe (bea rwraned lte aoeting la ar* saloon*# office 
end after brief proliatnary dlaeavelcn agreed (bet lie agenda eoferaeod 
the foTUradog phases of eqewooloatlatt eeearlty* 

«u The teehoieal aoundnoo# and the respective degree* of 
effXeleae? of the code* and ciphers as* in ose by the Separtosoti 
and the related praoKtareo and safeguard# foUemd in their 
eowpilation or preparation* piyeteal dletrlfaotlon* transportation* 
end accounting;. 

tta "bo fseilitiae* procedures* and regulations Sat insuring 
the jdijaical aecnrity at et^ptograpbia paraphernalia both at the 
Sopartncnt and at its office* ia fneSga countries* 

e* The de fiattloee end del tette tfam of mliflinrffie of eMwegee 
and doeoneate with r ea po o fc to the wriee degreee of oonfldontialityi 
and (be regulaticne pwt wteE the dnafUng of atewon to he inna* 
rt&tad la ex ypt cera& d* fern* a» tail a» tbcwe pntda&n to (be 
of rwijjni attfl ity for ddentetiiB and lad oa tfig (be 
diedawtto of mengaii 

^ The mdaUcie governing the edarttes and p e ep e r ntbdsal 
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of taw tartcus eat boctoed eryptcgrcphla system to 
cryptograph*^; aeseagsei the rsgntottose gevexatog the preparation, 
httflfag| dtotelta&ton and filing or nltimte disposition of pUte» 
lttgaece torsion* of ea r y gtogrBp faod wuumgeej and the w^laticne 
g OTCffttfr g the preparation of press releasee detains Kith mttore 
nfelcfc sey twee fonwd the zmbjooto of cryptographic eemsmSAatico* 
s* the principles feltoned is the ootoctioa* training and 
asslgnsent to doty of p oy eca ne l pam&vM to base aerose to 
eryptofpwptoto earterisX or to perfora cryptographic dt&toaf sad 
the principle* followed tot jraCLeettng the agencies of traascdmlen 
SE^ptoynd 1st fcavardlng seesogos to their dmtto&Uoo* 

6* Yhe detail* of the findings of the Seaelttee la respect to the 
foregoing subject* of study are u fbUcwet 

Am (1) Although to general the several cryptographic ays tone 
me eeg&eynd axe technically sound aid offtolmt* It 
appears that the mricm* codes and cipher* eeuld bo 
distributed to taCUtane aecoxdSns to a better defined 
and sere orderly systeew 

(2) &lthcogh the aethoti* mod to euperswdphor rawwgee 
prepared to certain system ere sufficiently *»»»* 
tbte to perhaps not tree as regards certain ether 
eystcee and It vstdd appear that the latter eight net 
yield the degree ef eesostty desirable for the cue** 

«> 
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nedoatlone ftp ubiefc thqr are intended* The CasditM it 
net Ss * position to itfs&t i positive opinion m this 
reope ot t eoo aoo in order to do oo * Seng and esumalve 
ae&tmaO&Ut stedynwld ho amentia,!* 

(3) Ho Methods and aeons ant to owl Ipfear or highest 

nwtPT and SsporUaee appssr to bo too alow for sodom 
sqpfid oaoHanliwtleo and w^slre nose labor and personnel 

tgMSI «aaM Vt the fttiw if apytofat <w««ihHsrt «at 

mperata* now available aero eeplograd for this purpose* 
Ma wofo r su efo ap poaeftas if todhnSnaliy oemd oan jie34 fur 
Creator ory pfco grv j phio security than Is yoealhia with tbs 
prosaist •bo ataponMP seaar« 

(4) The procedures and aefagoerda followed within tbs Report* 
awnt ItoeSf Is the wupUafcien and preparation of the qortee 
and ciphers* and Is their phyaical diatribotian and account- 
ing appear to he stttjsaunooy* Booeva r* reg istratlon of 
doeawiito bgr •short titlaa* is not near the cone and Ue 
eete&Uahamt wold be achrfsablo. The Conaittos alee feeds 
that special Icons far the receipt* des t ruc t ion* socdaramal 
aeeoantSnes and traasf em of daoeniti Am one holder to 
mother are quite as a was ty far as effective accounting 
ajctaa* 

(?) is regards the cathode feUoaed in the MHpertotian and 
ftnudhe of esyptographls jadddeatleno and doeenmts to 
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%tg U90 t § it I* MrfmtOCtf theft. nA 
aatarial Sm inwrlably carried tgr 4ipMS« oasts! er* 
sfeSeh M4 iM ite safe diliwir eitbewft pg—maity 
«f taaprmi m* Somme 1 * spatial taiti node bgr the Mini 
fta w a i a of fcw* station of the Monitor afforded hr the 
vuAem type* «f poaches Mpftogmi for the purpoeo tani* 
dMHHtM«S that it la «qr to open and tea m the 
ocai&aaftfi nf noaohMa mdImmi the arfriiad 

4denamft»t and that rows the pmxtmt to at to mow no 
dgo* of taqpartaf* 2ha tjp* of Mbhr leak need oft 
looked pooahee offwt* hardly any swrsi&tm of safety *t 
all» eSnoe ana of than ms reportedly “piofcedP aueeea sfuUy 
in a fee eSaatae* The detailed findings of ttde atadjr are 
aMttat la Appendix 2* 

b, seaBfirt at the Xtspaxtaenft itself and at only a fee of the large 
adbossias the fsolUtia» t proeetoree p and reflations for insuring the 
physical asecnftfty of ory ^og r up hio p ar te hawe lla appear to bo woefully 
tealNartit tine cewtdtoting la •& probability the sseefeeaft source of 
danger to the eecmrlty of *31 eoBaaBleaftJnas of the Dapsrtanut* ajthoah 
adeonate safeguard* to mmvm p bysioal aaowr ity of the e» » *e g «B hto 

aa*ag38a3as&»gmag gBaggaaea fl8aBBaBBe 

hoe aomd it gfofrfc he t oc tot oa lly eaa he eqgfl&awea safe Sag see* 

«* The ftparfimeh 4 pm set appear to hews 4 mh 4 dfefla&tione of 
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«ad (MllrdtAtim* for wrteoe eStooose At w tf i d w t ai cotters It dose not 
to hw» «Iea**c»t regalo&Isss* gewatiiss tho drafting of onsaa^oe 
to bo tramoltted ia orjpiegrapfaio f q*hi nor does it o gp ea r to place 
neepaosiMIUy tgs» tfce proper poceani m vo&vta dstcaafotog stf tettwt * 
Sag tho 4XwAties&&Bn «womS lag to nfciali «i ae£&t£ag oewacs cbooLl bo 

ta pOar>- 

d* (1) 2* the ftbctoaeo of »S>daJrisari ra^lstlass foranttsc tt» 
natters r af e m fl to in attiperagrftph e it io Apparent Mat 
rcga2stl*3» gowns ug the selearfclim of the spaclttv 
ejgpbftgr dp&itt ayetee in apeeifle woes eaanofc to applied 
prcposSy- or wltfe eertaimtyv 

(2) !b» sogttlfltiflttB jnvemdne the todmSoal «j»J) o^aact of the 

Yadtaai &ut&orift«i spates* afjpoer to bo adopts* 

C3) T3» I’oguOoHons and proeedare sweming the psecnsutlcn* 

handling* distribution* and filing or oltfrmifte disposition 

of p&*in~lancuage versions of a opt o g papbod xeoe&cee* «&&* 

SKtSoSwtorar odta On the confine* of the CoeowdeatSono oat 

Seooaio ^ivloiws itself, appear to bo awfbUr lnadogarte 

start these doeoasafto poos oata&e the AfercewBUowed aivtoioa. 

It appears that a* agpeelfied sad constantly varying nanbor 

of eerfetttta ts wwUMa es of ioaontog eryptognphad noost o o 

aoot be pxopered tor set open the rarest of officials of 
the Dapartwaxt si» dean It atmssaty to ftwffrtoh copies 3m 

the leftwratioa of ethers sto eight be ooosttnctU 3» 

i 

«6w 
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rgproda Mtloo of Cl vpim is as* by mam of tswontrollod 
adeeogrtph and this is regarded by th® Cacr&tte# u * 
highly daagereat pnetise* Jto MamnUag for the salt*- 
plielty of «}A« lx aid* nor i* there eay wsium tint 
additional copies art art rod* sad cinwiAted id thin ih* 
various dirts! war* Accounting for sopiea under these 
etrosttstaaeas is art possible ewn rith aooh acre olsrleal 
saslstanss than i« near ansile&Uf* ?urtbsr# there is neither 
ualforniby nor itfUlaty «* bo U» saneer in rhich tixwe 
ifA&ils trxcslrtiocm art handled or filed ia ti» respeo&ire 
divleieas to icdofc they sp* sort* sad ia aa&y easse rfeofci 
exists as to their altlaste dispositions 3hll# thi 
CCMUdtteo aad* a* lnrartlgrtlon as to the prooodsrs falloeed 
ia the ossa of outgoing sassages initiated vithia the ra* 
•pootivs divisions* it «mld appear probable that there is 
aan a ld e raM* danger Am tia <g dsumee of sort rtests and 
oarbon paper bearing rough sad final drafts of outgoing 
nsoseges to bo erypto^raphsd ia con fidential code* sad olphsra* 
naally* it appe* re that no great ear* is oxsroieod vlth r*» 

e 

sasd to the wsstber of persons to atm resteUa me even para* 
phrased copies of a aarrt ■esoagss aro «hon f la eesqj eases 
this being perhaps dally eaaaasaaay* These toms tie factory 
conditions probably ecnstltute tbs eeeaad groat acmes* of 
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linhedL a 1U» eoQMQtiaa it in to bn noted tiot In 
the ailit * Tf nod the aomA terries * oenKUsioaed offiacr 
in not* eerily by vSAM «C tin wndnnian or Ms rank* 
entitled to jeeeiv* iweret iafotatUoa ia ehioh bn in not 
directly md off inlnXfcy eomnrned* 

(4) The Snn&ltton bn* teuton to believe tl»t there in no 

anrej&X neorditttleit hetncoa the person# tawing fcnonlcdge 
of the oea&cBSt of tt^to^repiwd aeosagen and then* who 
jgeparo InfernaUen edfendl ed in the fom of prose relcttet 
i&ieh any eegstain rotter tronna&tiad or roonlrod 3 b aryyld- 
gTOpM# fens* 

«* (2} Aliboytgft the principle® relieved in the enlaotioa* train** 

ins* *&& to duty of oryptographls personnel nito** 

ia the JtepartropHi itnelf appear to be rotlofrotery* the 
domlttM Son no kao»2ndgn of etont any he the «&** in Ain 
regnal ia the Sipsrteeat’n Sabuwlnn* Lsgftticnn* and 
Congulatca* It in iron tbet the Oepartaent ban epeeifln 
ra&&A&tcnn garoxniag t hna n rotters, an «m&m tied In 
8wtt«B TIH of it# foreign Snsvinn asgalsnioan, but 
thro* sppenro to bn no nnmrnnen that those regulations are 
Mrtpstaisir sad tmlfoseij observed it nil station*. Thin 
mynam to bn a nttfejnab on ebinb dim* peroonal and 
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fltttfltfVS&EjBft Iff (pojfjflpJjy tVBEbtBfi iXBtfitQ&QHBt 
vottSd bi tiro^ ^ l teCoctt ^wKiiiftw m tanuxw mill te 
lout mi to Um «i$cnt of oonfcwrity ottb pwr tjn oat 
mgoSttUdcis* 

(2) It «ao3d appoor that tt» agorfsHoft mU* ltac&f of 

pfftf fcm ygyjff *tfm ggK&Q ObttaOiSO 

potmto&m, o jnooodNani lhioh io to too MfhSjr oanmfttti* 
Jttrtlwr* too OoMotttM andratando that tbo proefeieo of 
ocn£Mm&S& osbjooto ow tzwuNMOiisi 
too *»*—* flMBitOlly OllMflOtoet* ’Sit 
cmnlttoo daoiroo to point oat toot dmp&to uamiuoo 
of *tritw / > ao «TUb» nitoOwl ter *<te tiXaptma 
o aopaagp mb (noimuno «ro prtmto only so fop so 
Vo oomnl liotonwp-in i» oonooraod* 3sey offer ao 
ritt feimiiM to m* oflMBn <xr mfffai anti an hmion & noil 



?• * 8 * • wwiwromtitlrmn of too Oaae&ttoo «*o oa ft o d i ort tof&o* f hot in 
ardor to proMiat than la o in»X>d8Uapmtad man o r ttoo ooc o m p i to mea n * 
weaSMam 4ft not fotto* ttoft ortior in toioh too sab^eeto and f inline* w* 
txostod in y^^upt i p^M t 5 md & abmo* tfco flow Bitt oo g o c o na o pdot 

o* that tio zapnsptMrtt of motor adopt ton rrit Oot j ndtiom of 
and diliiltrttmi for oSsoooo of — oaog o o and dooomatn («lib rmpret 
to toft wioa* dogcom of oaofldratiolity, ttot asotaiCTS)* 
osinsismi* sscssy) that m «Mot in too «nr Ssjwrtwot «ad in 
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TX|m tint if) (botb o)f ttt Xrtt tf nsv hiw i d wt iotf ^dnsi* 
Ml yuftimC fly l A a ttat t (Kid (WMMilKi 

ttiM Ite K t flilUKtl baa tMHMft qf fi w to fg In 
team t KpA r te wcdK Aar * awft wr «f jeare and b*w» prmod tomwfam 
ttctetoaJQy mad end paattoatoo* ftxtberaos*» if tta aag ar t a eBb 
of fitftt* ohm to adept Uur kk aieattif&n&ioae end definition* 
tbjfO* fry^ y* ,**^* acWtSd )• K6lX WBKUaM III ttti tWA ap t*3l 



anew* sawmnx* 

£■ CO ftd based egpeo tbo Jbt Kg oi ag wwwad«tta» tt» aepart*- 
amt «f state sanrleK Its pnweat eat op of er^jtocrapMd 
egwtaa sa «* to provide edeqpafia ejeteai far ox^ptosprapitle 
tatmd <sf vbe three ni 1 ™ " of ensape la da fauatia 
WKBattm 

(a) jte* iV i *n j i ^ -aa rm\ teAwoesi ttia DfeiartaKas^ e^esbed 
ft'* - <*afr»g — * H Jrfrf lAtttianil »ai tOT (wbM WWWttrfiMtfe'nw 

t2t*E3hi 

/Kj ja *iwb <— i w 4i L M fc 8*aii fct Wbwam tfagr XkBttrtENDt WS 

t '*- SatoKsSM end fi mftfaai eod for iBKaec a BB toittaB 

oat tbotw 

* dotet shAl (wstegevy d wflt be wpgfidtd vusb aiffU c wpMt 

(Wl JW|^ i ^ $$$ g^H lOWP OOtM^PXdee* 



«30» 
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{a) fof oamm& B afci ^ btrf j oaittW the r^n p* * * .* **^ nyrf tH&t 

^ - -- 

GttKsCUk&CM$ J W t * fwf» Irt tWOO B HO B ittrt lfltl OOOng tltti 

u ^ {4} ftHf QoaMflMfrOOttflll totMOB topMtoBBft OtA b 2X 
* £tr~ -'v fTnnflrtlfltMitf oat £ot moos 



*T*nffnIf1i>ff| (ut Hot i Btaw a BWBtorttai mobs *twn< 
£0} yipp oaaHaBlo»tdyaa totoran too toportanto w4 wob 
^b §^ 8r wr ft send t ^xsldl itiradoao mi ■ tjr bo 

(X ) tut caraMBtooUap totem %+&• feral toom&s mad 

QwSa IdMASiflB* QP 

(4} Sop *uc& otter special paxpmm m 0*7 bo roopd 



(3) ttM tMi dlrtdhtUv of «tsptocngUi dgntew aooonJlag 
to oat egcaftCBi to oeocwplUbed bar * oaitablo xwilateltefcUa 
or vmtmUsaaaA of tto promt eatoo# «o far t» is paeaiblo, 
Uw coto to to ppavtdad «t fib tto hobo fooml tjato of 



- cipher taste any to ml* bat It is ptraM* that « 

V 

orjpt<«raph s&sto to suited Sot Mm «u pmoaipber- 

^ , . _ 

rand of r»irta2& tocos of owiflflf 1 *** ^ sBfgf&^Ha* 

O) Wat the top tBrtamA nMMBit a am fetelfed qvto of 

( t V 

; r»V »,./ ,.w "' •‘4 " ' t lB 3BE ?: r SBF CffwPHllW WmlTlW * 3| PM"? ~ J ; -_;’ £ . bMi , ■ M.TJ/U Mj f uKx 

y'' font tor rooste** ffratwm.nl r>pm of pmMmvtm* ra p o ri 

> 

dp ' of jCMet oett tofcfcf to MwttoTm tnd »&cri tf 



■4Ur* 
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dtrtrueiien, tota* m p o rtw to to toaod vpm toh or% tstto* 
fpy 1^2 fngSj0%tBP9i HNfj daiJam 9P primwtA d B it 

(4) to t a d pwteto of Stott to provided tdto not lltowtiM 
Md ttetat aaX td?te* tp tot tor ad tto Stop topcptoHite 
tt iLIl to of antotBMt In to of to t mo om* 

ftoodtldto* 

$» (1) That tor to amt iiifiw»w5,»iittoa» to* Qaptrfemnt of 
Stoto toofc MsiotM&p into tfc* ttojoed ojT ontemtl** 
ttootriosllpK^omed eiphor auht&Htf and that tot Diporto 
Mto mltotonito with to* tor toiw r towifc or tot toy Sopor** 
mt oto i tot to tot IstradostdLoB aiitowi 

tor to to tot tolto P totot tad to to* largot* wd onto 
tototo attotai tott * ipeod and aoourlfcr of oonauto* 
OtMBdltl ^»* T* f P jpawt wuSd ( toitttaab 
(2} ttto Mtonddlo^ toS3* ootoUlaB oorUlft ♦w****^ 

oogmaditaxm tor aMfttoo** wUl ttltlatooly result. to ton 
tmZag V rlrto* of • redac t ion to oxgptegresttl* poreoatol* 
odtot on* totodao can to tot wax* of revere! oltate* 

( 3 ) to tot* ooMH ato fatt tot comdtott tatoo ooggsliMno* of to* 
too4 toot aoffottoWom odto tot tortgotog on* to tit* tom 
tom to y wpt t T m tin f um tot Q^ortnmt of stat# tad tot tor 
Pimr t f wrtt fo r ton* tad totore tot tapototaand of tod* 
tom&ttof tonmmmdtt totr tito * o tom* flatoto** 
tdloa* to oomtodtd oa piwpilljf o* i mt toldi tt toad tot 

«4t» 
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— ahlftog «gr b» piece d la eerria* vttixwt undo* delay* 
d» (),) fiat iMlilcte tmmem be ty tin D^artaM rf 
to pffl j ydo Mdidble osblnKtlan m£ms fw Hw 
*Uwae& oT ca^peogrejaal* p**s®i»rpelijs. and osmtSdmt le& 
v/ IUm «b ell Its aafcoeeia*# la ge tl fln e* end Somtdebee Mi 

V v‘' 

_ bm psnv&ted with adequate finiTitioe fisr peeper Mfiegmxti* 

v* " ■* 

lac at fchwe anMUCb tisssi Mi Ss& me* Jtartbar* tint tin 

-'■ taka iseapdifeM to instuM tint ooif nii> 

y- '■ a&ty pout iatxiam olilaene am eap&gmd a eafclslag 

e££toee «e sMRla ahOR tines ofiftooe as* closed tetaan 

fmwyy^ Y J|J ffi if ilff WBOtll p«*fl4 MjTBMQM ill Md# tft 

pencmpb 6 b* 

(3t) Uni Instruction be lamed to all oZZUm requiring * 
ooqpaete tinaga In tin oatidnrtfcwe fee *efi» et least mm 
a jeer and that tines aktsjs&af be node by ocepetent and drily 
aaMnd pessaaneX itt tin «£te CSmiv la aotidLngs 
about tile Miter ife&ah tin eeanrleae «f "outalde* 

0Bjpe yt e| tin eppSlAaiini of ortiowy mmt ud cnm 

fid «t#tiy of tin Inetraetiflee tideh eawUy as ogap e ay Mob 
•tin are e rt eqm t e fin tin pvpoM*} 
tirt Set feM* m nwix» t .fai>r tin OndlAN tains goto of tin *>— * « * * 

mqpSneaaat (Itir* TOM* fete ${«) «f itintiot sunrtee 

, / ■ 

/ 1 < — - nnpiltifinrr) tint "tinh tsan a ^eant le etfintad la tin 

pfww*e^*, yB»B qg 4 eafii tin fitieortnasi r ha< * 1 , I In snftaead by 
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a watt of * prepared in the & KUmSag fosn**«« 
and M *%b 3 » eaid «hs 21 bn vemmXitoA to t fe* Deport- 
waft in * noa&od usk&^o**.** Tbo gc n ed fcfe an douhtn 



jmNKttntn aUntentilatu 

(i) ifciifc the of state oc&iaboiote with the 

Bergen of Smi&Sgat&aa in regard to «fa» tapes of nation* 
eab&Mta* Mad pocebaa, mmCU&emg ete*» that afemSd ho 
o^pfosmt for ntorage and twasepartettoa of wspfco gwgfaln 
oetnrtnli 

e* (I) ftu& the Dopartneat of state dnw op neo wcsletioao 

&owsm$B& the drafting of 00000000 to ho MMHtttoft in 
_ OQgteOTp Ma fora* tenting than span the no* elMiartffr* 

0*f ti flBH0 Jk pOEMQnQh 7 1* 
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piUHMd n g^py the at&gihntorot of Mogn^ that the Setter 
. . . too d oe i o famo not to node a reepci nelblHty of the orjpto- 

praptdo pemcmr^iSs end thnh tSm jn^pertoBot tabn ereflt aotdort 
an n di& iwm etaortsaeo of the w pd itlcBi to 

n hn g a fuDottone# 

< 3 ) that neo xofateSien* gewndnc the «e 3 eeUon of the 

npnotfto n q i M p M a qt&m toha ewpSeyed by ots pt ogr e phio 
y ^ - pmKnsMdi he 4 nm op by tho Doporttaan^ and t ha t they bn 
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tewed vQe& peSmtoftm that ate ta etettart ly $mn&* arlaiag 
out af the x ec a caBa t tet tew e oaUSa a d in paxncv*&& 7 ** 

(4) That the 3QparteMftfc «£ State be provided «Uth aooh 
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^ n ^pM urt t m atn w be cf aaaletanee 2a the eXabatwblea 
«f the tm regulation* 2 a patob* 
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xeeaBanaSatdaa eade 2 a paresuph 7 *. 
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firmed and that the Sbpartaaafc take «01 naeewary 
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t ^ jOimty moearee to inane their strict eBflwseesss** by ell 

fS^PQ0Ofl3CN&fr 

(1) 'That the 3c$ft?taaat be yravided with emh litexetare and 
»y* i ir i fi** j »* adviee by the ter and the Many lagpertmete ee 
eill be ef aeelntaaoe in the aUfccratiott ojf the nee 
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£» 3m& * tear of detar ee ceding officer afc the dqmat&mA In tenfaiag- 
ten or at an Ssqportanfc office be nad* ana ef the amda&c«y vegsdmaoBt* ftr 
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irwstlstt?- fniast <tuw ttA»M nan&lsMel&ft — »» — apt £Sf ^ idhlelntt 



eqper&er effteei* w to wwwl gHwedaae ter the a e tot a m aoe of 



«• r* 

-c ~ ■-•-• 

- /'T 



o»Ufln eea writer* 



- N V j 



1. ■ 
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ftfiSoi for its iffiftopuptif operettane In Anipi 
eoun&rleo, eith * eicw to Ixesrlac that AH ti» mculkUono 
Sating * dtrsat boorlnc open omatiottiai maeltf «• 



(2) flat* tl m seputnent fata atopo to beta dnSpnM at the 
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fpoicn aoantrlM an officer Obo Until la addition to fcio 
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atiar Mint pel (fata tb» duties of 'ovgpta&rep^ security 
olSSmt** u£» e£ll be r e aponefb le for the s n Swr oau wpt of 
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b(i a totlop* 

Ml ttat thtt Stt^rtaBab aeres **<■* on alX saMaaaol ft^ f ww wni i 
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S&AKXSfg OF STATS 

» ay 12, 1941* 



Hf (hw flr« Saentsin 

The Separtnent of State is deaircnoa of barring 
aade * aoet careful survey of it# coco* and ciphers to 
defcaralat their efficacy at this tlae sad to discover and 
establish additional swans of preserving the secrecy of Its 
highly confidential eomxnlcatlona taviar present world 
conditions. 

I wish to ealiat the aid of the Aar Department 
in the conduct of tha survey contoaplated and £ hope you 
nay be in a position to deelgnate a qualified coaoisaioned 
officer of the tar Departasnt to carve in an advisory and 
a consultative capacity with officers of the Sopartoent 
of State, the 2sry Department, and the Federal Bureau of 
Investigation for those purposes, the iepartaewe of ahieh 
Z believe X need act <ssphaai£e. 

Tour cooperation will be very such appreciated. 

Sincerely yours. 



(Signed ) 'Joxdell Stall 



The Honorable 

Bamry &• Stiaoon, 

Secretary of Bar. 
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Appendix 2 . - 

Specimens of each of the three types of diplomatic poaches and 
a specimen of sealed envelopes used by the Department mere submitted 
to the Technical Laboratory of the federal Bureau of Investigation for 
the purpose of determining the security of these items for the shipment 
of secret material. 

Both the leather courier’s bag and the large canvas diplomatic 
man pouch make use of a Tale "Super-pin" tumbler padlock for sealing 
the pouches. In the Laboratory of the Federal Bureau of Investigation 
it was possible to successfully pick this lock a number of times, the 

time required varying from fifteen minutes to three hours. Inasmuch 

. '* 

as it was possible to enter the leather courier's bag by removal of 
the lock in this manner no other attempt -was made to enter the pouch. 

In respect to the large canvas mail pouch, in addition to being 
able to enter this pouch by picking the padlock, it was also possible 
to enter it by means of removing the seam stitching and then replacing 
the stitches in the same manner as they were prior to removal. The 
time required to enter this pouch depends upon the number of rovra of 
stitching it is necessary to remove, allowing approximately twenty 
minutes per row of stitching. 

The canvas Air Bail pouch which was sealed with lead seals was 
entered by means of removing the seam stitching a sufficient distance 
to allow removal of the contents, after which the stitching was 
replaced in the same condition as it was originally. This whole 
operation required approximately one hour. 
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Th« special Evilock envelopes whlah wars aaalad ana stthin the 
other aero entered by removing the aaala end looming the gee. 
these envelopes eouUthen be refeatened end sealed, the ties required 
for the entire process being approximately one end one half hours 
Including the reproducti o n of the seals. In this connection it Is 
noted that the purpose of the locking feature is defeated to a great 
extent by placing the sax seal over the brass portion. It is possible 
to pry this looking dsvioe open, but of course in doing so a certain 
amount of damage is dons to the brass. When this brass is covered 
by a sax seal, the replacement of a seal over the braes makes it 

i 

impossible to determine that the tease look has been tampered sith. 

This information is being given for the purpose of indicating 
the relative insecurity of these methods of transmitting secret 
material whan it might be required to pass through any examining 
station equipped to this type of work. 
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ROUTING SLIP: 

Office of the Administrative Assistant - May 13, 1941 « 

To Chief of Staff for necessary action and preparation of 
reply* 

For signature of Seoretary of War* 



ROUTING SLIPi 

Assistant Seoretary - General Staff to G-2 for draft of 
reply - Nay 13, 1941. 

May 14, 1941t Memorandum Assistant Chief of Staff G-2, 

General Miles* 

To Chief Signal Offioer recommendation requested. 

Hay 14, 1941. Captain R* G. Bayes, Signal Corps is recommended. 
(Colonel Eastman) 

Correspondence returned to G-2 by Colonel Eastman. 
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